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Abstract 

The Pandacea Protocol is a decentralized infrastructure layer designed to facilitate a 
fair, secure, and transparent market for real-world, user-generated data. It addresses 
the systemic failures of the current data paradigm by establishing a new framework 
for "Informational Labor" built on verifiable consent and distributed value. This paper 
details the protocol's architecture, including its peer-to-peer networking layer, its 
"trust-by-proof" privacy model enabled by OpenMined's PySyft, its sophisticated 
agent-based economic model, and its phased roadmap to full community 
governance. 

This version (v3.1) specifies the finalized economic mechanisms, including the 
Pandacea Data Valuation Formula (PDVF), Dynamic Minimum Pricing (DMP), and 
Reputation-Based Royalties (RBR). It details the protocol's tokenomics, its legal 
strategy for utility token classification, and its scalable Layer 2 royalty distribution 
system. It also acknowledges the implementation complexities and technical risks 
inherent in such a system. By combining these elements, Pandacea is designed to 
become an open, community-governed public utility through a process of progressive 
decentralization, providing the foundational trust layer for the emerging Agent-First 
Economy. 

1. Introduction 

The modern digital economy is predicated on a fundamental imbalance that has led to 
a series of converging crises. The Pandacea Protocol is a direct technical response to 
these failures. It is a set of open standards and smart contracts on a path to 
community ownership, designed to provide a legal "safe harbor" for AI training data 
and a "trust-by-proof" model for user privacy. 

2. System Architecture 

The Pandacea ecosystem is comprised of several interoperable layers designed for 
security, scalability, and user control. 

2.1. MyData Agent: The User's Sovereign Datasite 
The MyData Agent is a user-controlled application that acts as a digital guardian for a user's 
data, architecturally enhanced to function as a personal, sovereign Datasite Server based on 
OpenMined's PySyft library. Its key functions include: 
●​ On-Device Policy Enforcement: Uses an embedded Open Policy Agent (OPA) 



engine to evaluate all incoming requests against user-defined rules. 
●​ Secure Non-Custodial Key Management: Leverages a device's built-in secure 

hardware (e.g., Secure Enclave) to manage cryptographic keys. 
●​ Privacy-Preserving Computation Node: Acts as a node for executing remote 

data science tasks, such as federated learning or secure multi-party computation. 

2.2. Network & Settlement Layers 

●​ P2P Networking Layer (libp2p): The protocol uses libp2p as its modular 
peer-to-peer networking stack. This allows agents to discover, connect, and 
communicate with each other securely and efficiently. Node discovery is 
managed via a Kademlia-based Distributed Hash Table (KAD-DHT). 

●​ Storage Layer (IPFS/Filecoin): User data is stored on decentralized networks to 
ensure content-addressability and persistence. 

●​ Identity Layer (Ceramic Network): User profiles and dynamic data are 
managed on the Ceramic Network. 

●​ Settlement Layer (Polygon PoS & Long-Term Scaling): The initial settlement 
layer for all on-chain transactions is the Polygon PoS network. The protocol has a 
defined long-term scaling plan with specific Key Performance Indicators 
(KPIs)—such as gas costs and time-to-finality—that would trigger a 
DAO-governed migration to a more scalable solution, such as a dedicated 
Sovereign Rollup. 

3. Core Components & Guarantees 

3.1. Verifiable Privacy-Enhancing Technologies (PETs) 
Pandacea integrates OpenMined's PySyft to deliver a "trust-by-proof" privacy model. 
●​ Tier 1: Federated Learning (FL): For cohort-level analysis, a buyer's agent can 

initiate an FL task where the AI model trains locally on consenting users' devices, 
with only aggregated, often differentially private, model updates being returned. 

●​ Tier 2: Secure Multi-Party Computation (SMPC): For high-assurance 
validation, Pandacea's Decentralized Data Clean Rooms use SMPC to allow 
computation on encrypted data, enabling a buyer to receive a final output without 
ever accessing the raw data. 

3.2. Decentralized Identity & Verifiable Consent 
The protocol uses W3C standard Decentralized Identifiers (DIDs) and Verifiable Credentials 
(VCs). Every data lease requires a user to cryptographically sign a VC, creating an immutable, 
auditable trail of consent that forms the basis of the protocol's legal "safe harbor." 
3.3. Royalty System: Perpetual & Scalable 
The protocol provides a trustless framework for "Data Enrichers" to create derivative products 
while ensuring original contributors are compensated fairly and persistently. 
●​ Perpetual Royalty Policy: The protocol implements a Perpetual Royalty Model, 



where the original creator of a data asset receives a royalty on every subsequent 
value-generating transaction involving that asset or its derivatives. This right is 
embedded in the asset's NFT metadata, compliant with the EIP-2981 standard. 

●​ Scalable Micropayment Architecture: To handle potentially millions of 
micropayments, royalties are processed through a RoyaltyDistributor smart 
contract deployed on a Layer 2 rollup. The contract aggregates royalties from all 
leases and allows Earners to claim their total accrued amount in a single, low-cost 
batched transaction. 

4. Economic Model: A Self-Regulating Data Economy 

The Pandacea marketplace is facilitated by sophisticated agents and governed by a 
set of transparent, DAO-controlled economic mechanisms designed to foster a 
healthy market. 

4.0. System Interactions: An Overview 
The protocol's economic mechanisms are designed to be synergistic. A typical data lease 
transaction triggers a cascade of interactions between the core systems, as illustrated below. 
graph TD​
    A[Spender Initiates Lease] --> B{Lease Contract};​
    B --> C{Dynamic Minimum Pricing (DMP)};​
    C -- Validates Bid Floor --> B;​
    B --> D{Pandacea Data Valuation Formula (PDVF)};​
    D -- Calculates Fair Price --> B;​
    B -- Executes Lease --> E[Earner];​
    B -- Sends Royalty --> F[Royalty Distributor (RBR)];​
    E -- Delivers Data --> A;​
    F -- Distributes Royalties --> E;​
    subgraph Dispute​
        G{Dispute Raised} --> H{Pandacea Arbitration Court (PAC)};​
        H -- Issues Ruling --> I[Reputation Contract];​
        I -- Updates Score --> E;​
    end​
    A -- Unhappy with Quality --> G;​
 

4.1. Phased Price Discovery 
The protocol uses a multi-phase approach to price discovery to solve the "cold start" problem 
while evolving towards optimal efficiency. 
●​ Phase 1 (MVP): Heuristic-Based Model: At launch, the Buyer-Side Agent uses a 

heuristic model to formulate its initial bid. It queries an oracle that calculates a 



price based on the Pandacea Data Valuation Formula (PDVF), which considers 
data type, rarity, source quality, and downstream use case, using data from 
comparable markets as a baseline. 

●​ Phase 2 & 3 (Evolution): Reinforcement Learning (RL): As the network 
generates transaction data, an RL model will be trained offline. Once it 
consistently outperforms the heuristic model in simulations, the DAO can vote to 
deploy it as the primary pricing mechanism, enabling dynamic, adaptive pricing. 

4.2. Market Stability Mechanisms 
To prevent a "race to the bottom" in data pricing and quality, the protocol implements two 
synergistic mechanisms: 
●​ Dynamic Minimum Pricing (DMP): A protocol-enforced floor price for all data 

leases, calculated by a smart contract based on data type, source reputation, and 
recent market activity (Time-Weighted Average Price). This provides a defensive 
baseline of compensation for all Earners. 

●​ Reputation-Based Royalties (RBR): The protocol's 30% royalty pool is 
distributed to Earners based on a weighted contribution score, which is a product 
of their transaction volume and their on-chain reputation score. This creates a 
powerful meritocratic incentive, rewarding Earners who consistently provide 
high-quality data with a larger share of the protocol's revenue. 

4.3. Adversarial AI Defense 
To protect the integrity of the automated negotiation process, the protocol employs an 
adversarial training framework. A "Red Team" RL agent is trained with the specific objective of 
exploiting the official "Blue Team" (production) Buyer-Side Agent's logic. By continuously 
simulating attacks and analyzing the results, the production agent's defensive "circuit 
breakers" and negotiation strategies are hardened against unforeseen exploits. 
4.4. Initial Market Bootstrapping 
To address the low-liquidity "cold start" period, the protocol will employ specific 
bootstrapping mechanisms. The Heuristic-Based Model, while robust, requires initial price 
anchors. To establish these, the Pandacea Foundation, with DAO approval, will fund a series of 
fixed-price data bounties. These bounties will target high-demand data types (e.g., annotated 
images for warehouse logistics) to create a foundational dataset. The prices paid for these 
bounties will serve as the initial, verifiable data points for the pricing oracles, ensuring that the 
market has a stable and fair price foundation from its inception. 
5. Progressive Decentralization & Governance 

Pandacea is designed to transition from a founder-led project into a fully 
autonomous, community-governed public utility. 

5.1. Governance Model & Legal Framework 

●​ DAO Governance: The protocol is ultimately governed by holders of the 



Pandacea Governance Token (PGT). 
●​ Community Security Council (CSC): A 7-member council (3 Foundation, 4 

Community-elected) acts as a temporary safeguard with a 5-of-7 multi-sig. Its 
powers are strictly limited by a formal charter to executing emergency actions 
(e.g., pausing contracts) in response to critical, imminent threats, subject to final 
ratification by a DAO vote. 

●​ Legal "Safe Harbor": A comprehensive Terms of Service (ToS) legally defines the 
protocol as autonomous software, limits the Foundation's liability, and establishes 
the rights and obligations of all participants. 

●​ Dispute Resolution: Commercial disputes are resolved by the Pandacea 
Arbitration Court (PAC), a community-run service modeled on Kleros that uses 
cryptoeconomic incentives to ensure fair arbitration. 

5.2. PGT Tokenomics & Distribution 
The PGT token's primary utility is governance. The fixed total supply is allocated as follows: 
●​ Community & Ecosystem (60%): Includes a 15% retroactive airdrop to early 

contributors, 25% for liquidity/staking rewards, and a 20% DAO Treasury managed 
via SafeDAO. 

●​ Core Team & Advisors (20%): Subject to a 4-year linear vesting schedule with a 
1-year cliff. 

●​ Investors (20%): Subject to a 4-year linear vesting schedule with a 1-year cliff. 

5.3. Legal Classification Strategy 
The protocol is architected to support the classification of PGT as a utility token under both 
the U.S. Howey Test and the EU's MiCA regulation. This is achieved by: 
1.​ Emphasizing Utility: Focusing on PGT's role in governance and access, not as a 

speculative investment. 
2.​ Decentralizing Value Creation: Ensuring the protocol's success is driven by the 

collective efforts of its community of Earners, Spenders, and Builders, not a 
central promoter. 

3.​ Restricting Scope: Ensuring PGT's primary utility is for interacting with the 
Pandacea Protocol itself, in compliance with MiCA's definition. 

6. The Developer Flywheel: A Value Proposition for Builders 

While the protocol provides clear value to data Earners and Spenders, it is specifically 
designed to create a powerful economic engine for developers ("Builders"). This 
"Developer Flywheel" is a core feature of the protocol, designed to attract and retain 
top-tier development talent. The key components are: 

●​ Direct Revenue Share: Builders who create applications that generate data for 
the network receive a 70% share of the net revenue from every lease of that 



data. This transforms data from a cost center into a direct, sustainable profit 
center. 

●​ Ecosystem Funding: The "First 100 Builders" grant program and the ongoing 
DAO Treasury provide direct access to non-dilutive capital for developers to fund, 
build, and scale their applications on Pandacea. 

●​ Simplified Integration: The abstracted SDK is designed to drastically lower the 
barrier to entry, allowing developers to integrate complex Web3 and 
privacy-preserving technologies with minimal code and effort. 

●​ The Prosumer Loop: Builders are uniquely positioned to act as "prosumers." 
They can use the revenue earned from selling their application's data to, in turn, 
lease other data from the network to improve their own products. This creates a 
self-funding R&D cycle, where a Builder's application becomes smarter and more 
valuable with every transaction. 

7. Implementation Considerations & Technical Risks 

While this document outlines a comprehensive and robust technical specification, the 
implementation of such a complex, decentralized system carries inherent risks and 
challenges that must be acknowledged. 

●​ P2P Network Complexity: Building and maintaining a resilient, secure, and 
performant P2P network at the scale of millions of heterogeneous agents (mobile, 
desktop, server) is a significant engineering challenge. Ensuring low latency and 
resistance to network-level attacks (e.g., Sybil attacks, DHT poisoning) will require 
continuous monitoring and optimization. 

●​ Long-Term Scaling & Interoperability: The plan to migrate to a Sovereign Rollup 
is a sound long-term strategy, but it introduces significant complexity. The 
development and security of a custom, trust-minimized bridge to the parent L1 is 
a major undertaking and a potential point of failure if not executed perfectly. 

●​ Adversarial AI & Economic Security: The adversarial RL framework for agent 
defense is a novel and powerful concept, but it is also at the cutting edge of 
research. The effectiveness of this defense depends on the quality of the 
simulation environment and the ability to train "Red Team" agents that can 
discover unforeseen exploits. There is a risk that novel attack vectors could 
emerge in the live market that were not anticipated in simulation. 
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